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Agenda

> O-RAN Architecture — An Overview
— gNB: O-RAN Architecture
- RIC

— Network slicing (Resource Isolation)

> Security
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Non-roaming 5G Network Architecture (Ref: 3GPP TS 23.501)
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Service Management and Orchestration Framework

Non-Real Time RIC 01 Legend
—— 3GPP interfaces
——— (0-RAN interfaces
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- Virtualization
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- Maximize use of
COTS HW

Ref: O-RAN.WG1.0AD-R003-v09.00
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gNodeB: O-RAN
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Ref: O-RAN.WG8.AAD.0-R003-v09.00




Deployment Models / Transport aspects
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Ref: ORAN-WG9.XPSAAS.0-R003-v05.00
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Reference Architecture

VMware Orchestrator

mCMS: Mavenir Centralized Management Service
sDaaS: Smart Deployment as a Service

MTCIL: Mavenir Telco Cloud Integration Layer
eCPRI: Enhanced Common Public Radio Interface
TCP: Telco Cloud Platform

O-RU: FFT/iIFFT, PRACH extraction

https://www.mavenir.com/portfolio/mavair/radio-
access/vran/

https://www.dell.com/en-in/dt/industry/telecom/open-
ran.htm#accordion0&video-overlay=6306841678112

Dell Technologies, VMware, and Mavenir 5G O-RAN Reference
Architecture Guide | Dell Technologies Info Hub



Service Management and Orchestration

» SMO

FCAPS interface to O-RAN Network Functions
Non-RT RIC for RAN optimization

O-Cloud Management, Orchestration and Workflow Management

> Al, O1, O2, FH M-plane interfaces

A1l Interface between the Non-RT RIC in the SMO and the Near-RT RIC for RAN Optimization.
O1 Interface between the SMO and the O-RAN Network Functions for FCAPS support.
In the hybrid model, Open Fronthaul M-plane interface between SMO and O-RU for FCAPS support.

02 Interface between the SMO and the O-Cloud to provide platform resources and workload management

[Ref: O-RAN.WG1.0AD-R003-v09.00]
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Ref: O-RAN.WG1.0AD-R003-v09.00
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Fronthaul transports C-Plane. U-Plane. S-Plane and M-Plane traffic.

L1 App Software eNB/gNB
FH Library API
O-DU
FH Library
1 i 5 |
it i s LLS—C% +—-LLS-U

DPDK Timing FPGA T :
Driver Driver i i i
Software — Y Lo | E

""""""" R S S S s
Hardware NI IEEE1588 EPGA Timing O-RU O-RU
c Timing Hardware PG source

C-Plane: Control Plane: refers specifically to real-time control between O-DU and O-RU, and should not be confused
with the UE’s control plane.

M-Plane: Management Plane: refers to non-real-time management operations between the O-DU and the O-RU

S-Plane: Synchronization Plane: refers to traffic between the O-RU or O-DU and a synchronization controller which is
generally an IEEE 1588 Grand Master.

U-Plane: User Plane: refers to IQ sample data transferred between O-DU and O-RU ”



L2 / DU — Functional Architecture

Ol interface E2 interface Fl interface .
0-DU L2 functional blocks
/ F1AP handler \ / F1-U \
E2 Handler
F1AP Interface Manager
eGTPU Data Plane DL Flow
Encaps icati Control
Cell State UE State Resource Encaps / Appilcation
Decaps
Manager Manager Manager / K /
(O—DU—OAM-Agent NR-RLC
k UE Context Tx TM Entity Rx TM Entity Rx and TX AM Tx UM Entity Rx UM Entity
Manager (Bearer) (Bearer) Entity (Bearer) (Bearer) (Bearer)
NR-MAC
NR-Schedul UE and Bearer RACH CCCH DeMux HARQ Resource MAC csl
->cheduler Context Manager handler handler Manager Assign Encoder Manager
PHY-MAC Interface Transmitter PHY-MAC Interface Receiver

Ref: O-RAN.WG8.AAD.0-R003-v09.00



L2 / DU Scheduler - Functional Components (Contd.)

/ NR Scheduler

DL Link Adaptation

DI Resource Scheduler TA Managcer

DL MIMO Mode Control

UL MIMO Mode Control

UL Tx Power Control

UL Resource Scheduler

N

UL Link Adaptation

Ref: O-RAN.WG8.AAD.0-R003-v09.00




3 Downlink (DL) IP packets

Logical View

[ UPF (as part of 5G core network) }
One GTP-U tunnel per |
PDU session between UPF and / / \ (e.g. 10s or 100s of thousands of
CU-UP PDU sessions and DRBs per CU-
SDAP at CU-UP: QoS 5 gg'Alé,P:
flows mapped to DRBs DU v Sessidn 2 ’
_ Session 1 ession PDCP
One GTP-U tunnel per
DRB between CU-UP and DU
DRB
DRB1 DRB2 DRB4
\, (e.g. Thousands of DRBs per DU)
DU: RLC, I » One (logical) RLC queue per DRB
MAC, (or per logical channel)
PHY (upper parts) @AC Scheduler >
PHY (upper parts) ]
RU

MAVENIR

UE x1 UE x2 UE x3 UE xm UE xn
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CU-CP/UP: Functional Blocks

0-CU functional blocks

(o NI

O-CU-CP-OAM-Agent

0O-CU-UP-OAM-Agent
gNB Procedure Cell Procedure UE Procedure O-CU-UP
Management Management Management Control eGIPY
RRC NGAP XnAP. F1AP NR PDCP
Encoder & Encoder & Encoder & Encoder &

\ Decoder Decoder Decoder Decoder / \ SDAP /

gNB Procedure Management

gNB Multi-cell NGAP Interface Proce- XNnAP Interface Proce- F1AP Interface Proce-
Procedure dure Management dure Management dure Management
Management

Ref: O-RAN.WG8.AAD.0-R003-v09.00



L1 related tasks

PUSCH Proc
L2 FAPI Proc
PUCCH Proc
UL Task
Scheduing
Timing Events PRACH Proc
FEC Acc Proc PDSCH Proc
DL Task
Scheduing PDCCH Proc
FH 1/0 Proc
PBCH Proc

Ref: O-RAN.WG8.AAD.0-R003-v09.00



(Implementation dependent) L1 Accelerator

Host Processor

2 h /L2

W Interface

L1 Functions

Fronthaul
Interface

<
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AAL

0-RU

Lookaside Acceleration model

4

Hardware
Accelerator

Host Processor
2 ¢ /L2 AAL Interface
’[ Interface
A
Y
Hardware
Accelerator

Inline acceleration model

Ref: O-RAN.WG8.AAD.0-R003-v09.00

0-RU
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Host Processor

PDSCH/PUSCH Processing

'

T

AAL
A Lookaside FEC accelerator
(implementation dependent)
\ 4
Rate LDPC CRC
Dematching Decoder Check
Rate LDPC CRC
Matching Encoder Generation

FEC Accelerator

Ref:

O-RAN.WG8.AAD.0-R003-v09.00
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Some of RAN-AIML use cases: 3GPP, O-RAN

> Network Energy Saving

> Mobility Optimizations

> Load Balancing

> QoS /QoE

> CSl feedback enhancement (e.g., overhead reduction, improved accuracy, prediction)

> Beam management

— (e.g., beam prediction in time, and/or spatial domain for overhead and latency reduction, beam selection accuracy improvement),

> Positioning accuracy enhancement for different scenarios including heavy NLOS conditions




Network Energy Saving

> Cell activation / deactivation
— Traffic offloading in a layered structure

— e.g. switch off a cell when traffic volume is lower than a fixed threshold and offload some UEs to a new target cell

> Some issues

— Wrong switch-off of the cells and wrong traffic offload can degrade performance

Inaccurate cell load prediction

“System performance / KPIs vs. energy efficiency” trade-off

Difficult to find the right set of parameters (e.g, thresholds for activation / deactivation, time duration to switch-off, ..)

Local vs. global optimization decisions

> For optimal energy saving decisions

— Load situation at different RAN nodes, KPI / QoS requirements, number of active UEs, mobility, cell utilization, etc.




Network Energy Saving (Contd.)

UE Location (including coordinates. Velocity, ..),
Measurement reports (RSRP/RSRQ/SINR ..)
UE
UE mobility / trajectory prediction, Energy saving strategy (e.g. cell
Current / predicted energy efficiency Training activation / deactivation)
Local and resource status N / o Infere —
node ML nce | HO strategy (recommended candidate
Model cell for taking over the traffic)
Current / predicted energy efficiency
Neighboring and resource status ‘
RAN ;
nodes -~ Inference Data
Feedback:

Ref: 3GPP

Resource status of neighboring nodes
Energy efficiency
Impact on UE performance (latency, throughput, PER, ..)
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Non-RT, Near-RT and RT Control Loops

Service Management and Orchestration Framework

Typical Ranges L 4
" Ve egend ———
r - 01
Non-RT Non-Real Time RIC — 3GPP interfaces
control loops —— 0-RAN interfaces
L3 Non-Real Time control loops
{‘. Near-Real Time control loops
— v1 Y1 \g Real Time control loops
[ consumers
e
]
Near-RT
EZ
control loops \) X2-¢
X2-u
“ < O‘EN B
s=~10ms<~1s ——NG-u
Xn-u
Xn-¢
Open FH M-Plane NG-c
-
< ~10 ms- RT control loops
L Open FH CUS-Plane Open FH M-Plane

O-Cloud ]

pP———N

O-RAN: RIC Specs



Non-RT RIC

SMO framework Non-RT RIC 1 I

|
Other SMO J rApp
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5 Non-RT RIC framework Al tem;inatlon

External
oversight

02 termination Open FH M-Plane 01 termination

*
01 @  Near-RTRIC
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$
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0-Cloud @  E2Nodes
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» 0-RU

2 - f
the Non-RT RIC framework the Non-RT RIC framework functions I O-RAN-defined External °°Ei“s'f,‘f,'.'¢°,'l°
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------------------------------------- Implementation-specific

Ref: O-RAN.WG2.Non-RT-RIC-ARCH-R003-v03.00



Near-RT RIC

O-RAN: RIC Specs

Service Management and Orchestration (SMO)

Non-RT RIC

-1 O1 —-T- Al

Near-RT RIC

[ 01 Termination ] [ Al Termination ]

Y1 Termination

Y1

 —

Near-RT RIC APIs for xApp

N e
f s 1
! [
- : [ xApp 1 ] [ xApp 2 ] XApp N ] I
) | i
]! I
2 W i i A R RS R i A R Fd
_‘:‘j Messaging Infrastructure
w2 \
o
< Conflict XAPP . Management . Al/ML xAp-p
Mitigation Subscription Function Security et Repository
Management Function
. J
( Shared Data Layer |
— — [ E2 Termination ]
L Database ‘J
1T E2

E2 Nodes

Y1 Consumers
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Near-RT RIC (Contd.)

Near-RT RIC REPORT Service

Near-RT RIC I E2 Node I

g 1) RIC SUBSCRIPTION PROCEDURE (RIC Event Trigger, Action=REPOR'Il

2) E2 Node detects BI

RIC Event Trigger

- 3) RIC INDICATION(REPORT)

| Near-RT RIC I E2 Node

Near-RT RIC Services (REPORT, INSERT, CONTROL and POLICY )

Near-RT RIC support functions, which include, e.g., E2 Interface Management (E2 Setup, E2 Reset, Reporting

of General Error Situations etc.) and Near-RT RIC Service Update (capability exchange related to the list of E2
Node functions exposed over E2 etc.).
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Near-RT RIC INSERT and RIC CONTROL

— | Near-RT RIC I E2 Node

__ 10 RIC SUBSCRIPTION PROCEDURE (RIC Event Trigger, Action=INSERT)

i
| 2) E2 Node detects RIC Event Trigger B.
1
I 3) Associated procedure instance suspended b’.

__ 4) RIC INDICATION(INSERT)

alt [5a) Near-RT RIC responds in time

I Near-RT RIC performs action B.

RIC CONTROL REQUEST

Handle request (see CONTROL senrvice) B.

[5b) Time to Wait t|

mer Expires and Subsequent Action = Continue]

RIC CONTROL REQUEST

[5c) Time to wait t mer Expires and Subsequent Action

= Halt]

RIC CONTROL REQUEST

= RIC CONTROL FAILURE (Cause=Control timer expired)

- " Near-RT RIC E2 Nod B w  —
O-RAN: RIC [noar-rr ric] - B e 1cn 1
- B etG o o2 1

L
.1;5_‘_'1 1G4 o
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Near-RT RIC

Regional Cloud

Edge Cloud

Ref: O-RAN.WGH1.Slicing-Architecture-R003-v10.00

Slice/Service type SST

value
eMBB 1
URLLC 2
MioT 3
V2X 4
HMTC 5

Ref: 3GPP TS 23.501

Cell Site
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MBB slice mMTC slice NB-loT slice
C
= (=)

Central POP Sec-GW

Regional »
Zone
2

IPSEC g :

Big POP

Collector
Rural
Mid POP ] e
0-CU-UP —
RAN Cluster <30km J
N y
) o
= 3 =
aL O 0 o~ O
RAN BBU f <20km oL = 3 fa =65
POP <lms l 0-DU, BBU S | 0-DU, BBU l %&
s s
~
= 0-DU = 0O-DU
| ORU | | oRU | | ORU | | _OoRU |

Distributed Collocated Collocated Distributed Collocated

*optional, IPSEC is mandatory for F1-C (not shown) %

Ref: O-RAN.WGH1.Slicing-Architecture-R003-v10.00



Structure of RRMPolicyRatio

100%
.
Shared resources
Prioritized resources
r
Dedicated resources
0

Slicing — Data Model

rRMPolicyMaxRatio

Reference: 3GPP TS 28.541

Shared resources: Shared among slices
with no specific guarantees per slice

Prioritized resources: Guaranteed for use by
specific slices but other slices can use these
are available (i.e. when the slices for which
these are prioritized are not using these)

Dedicated resources: Dedicated resources
for the associated slices
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RAN Slice Assurance

Service, Management & Orchestration Framework BESEUSa0 g qute]
* Policies for dynamic slice SLA assurance

Non-Real Time RIC

* Long term monitoring of RAN slice subnets performance
* Retrieval of target RAN slice SLA/requirements
* Non-RT 01 re-configuration / AL policies for slice assurance 01

*+ Near real-time monitoring of RAN slice subnets performance
* Optimized RAN (E2) actions to achieve RAN slice SLA based
an 01 config, Al policy, and E2 observations.

01
* Default/static/non-rt configuration
* Counters/KPIs from near-RT RIC and

£2 nodes

E2
E2 CONTROL/POLICY
* Slice assurance actions
= Slice resource allocation/prioritization

Ref: O-RAN.WGH1.Slicing-Architecture-R003-v10.00

E2 REPORT
* Fine-grained statistics
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Resource Allocation Optimization

& Orchestratio amewo
Non-RT RIC
NSSI Resource
Allocation Optimization
O-Cloud 3.b uti 2. analysis & decision itori
M&o .b execution S 1. monitori
02 Al 3.2 axscul
o1}
E2 E2 §
B Network functioris o

! U-

Ref: O-RAN.WG1.Slicing-Architecture-
R003-v10.00
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Multi-Vendor Slices

Ref: O-RAN.WGH1.Slicing-Architecture-R003-v10.00

Slice #1: eMBB

' Slice #2: URLLC

RAN Vendor B

-

e ——

I's
i
]

'
'
'
]
]
'
]
]
'
’
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Multi-Vendor Slices (Contd.)

SNW SMO SMO: Service

Non-RT RIC Non-RT RIC iveies rieiseg

i 01 - = ! Framework

Near-RT RIC | T T Near-RT RIC :

: E2 I =) :

: [~ Shared Computing Resources [ Sharcd Computing Resources :

- VNFB VNF B ;

i ) 1

i i

I 1

i 1

i i

I i

i 1

1 1

Ae)'upmmmnny [ 2 ¢ S e} S

""" RAN Vendor A
m Case 1: O1/E2/A1IF m Case 2: X2/F1IF RAN Vendor B

Ref: O-RAN.WGH1.Slicing-Architecture-R003-v10.00
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UE

Radio
access

5G — Security

Serving

IP network

UICC / USIM

(K)

network

4G / eNodeB, MME, ....

Home
network

UICC / SUPI,
SUCI (Subscriber

Concealed Identifier)

(K)

5G / gNodeB, AMF,
- Security Anchor Function (SEAF / AMF)

UDM,

De-concealing Function)

(K)

Authentication Server Function ,

ARPF, SIDF (Subscriber Identifier
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3GPP: Ciphering and Integrity Algorithms

Ciphering Algorithms

NEAO Null ciphering algorithm:
128-NEA1 128-bit SNOW 3G based algorithm:
128-NEA2  128-bit AES based algorithm: and

128-NEA3  128-bit ZUC based algorithm.

NEAO, 128-NEAI, 128-NEA2: Mandatory for gNB

Ref: 3GPP TS 33.501

NIAO
128-NIAl
128-NIA2

128-NIA3

Integrity Algorithms

Null Integrity Protection algorithm:
128-bit SNOW 3G based algorithm:
128-bit AES based algorithm: and

128-bit ZUC based algorithm.
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5G User and Control Plane: Security aspects

- User plane: Ciphering and integrity protection (PDCP)
- Supported (though optional to use)
- Control plane (RRC and NAS): Ciphering and integrity protection
- Integrity protection for signaling: mandatory except for some messages

_________________________

------------------------- , e UE | gNB AMF i
UE § | gNB § i ; |
; g ; NAS « > NAS !

SDAP  «——>»  SDAP i : ; = ;

§ | RRC [« >  RRC :

PDCP «——+  PDCP | § |

; | PDCP | > PDCP ;

RLC «——» RLC g § 5

, ; RLC « > RLC i

MAC 4-'—» MAC MAC ) : MAC .

User Plane Control Plane

39



Subscriber Privacy

> SUPI
- IMSI - MCC, MNC, Mobile Subscriber Identification number
— NAI (for non-3GPP access)

> SUCI (Subscriber Concealed Identifier)

— UE generates SUCI using public key of the Home Network
— Conceals SUPI, ..
— ECIES-based protection scheme with public key of the HN

— On identification failure via GUTI, SUCI used instead of plain text SUPI
— UDM/ SIDF (Subscriber Identity De-Concealing Function)

> 5G GUTI (Global unique temporary identifier)




Authentication and Key Management

UE

<N1 message>

SEAF

(SUCI or 5G-GUTI)

Nausf_UEAuthentication_
Authenticate Request

UDM/ARPF/

AUSF SIDF

Nudm_UEAuthentication_

(SUCI or SUPI, SN-name)

5G AKA, EAP-AKA': Initiation

EAP-TLS can be used for Private 5G networks

Ref: 3GPP TS 33.501

Get Request
P

(SUCI or SUPI, SN name)

1. [SUCI to SUPI de-concealment]
2. Authentication Method Selection

- AUSF: Authentication Server
Function (AUSF)

-UDM: Unified Data Management
-ARPF: Authentication Credential
Repository and Processing Functic
(generates 5G HE AV)

-SEAF: Security Anchor FunctLgn

- Kseaf: Anchor key



5G AKA (Contd.)

UE

-

6. Authentication Request

SEAF

AUSF

UDM/ARPF

1. Generate AV

2. Nudm UEAuthentication

Get Response
5G HE AV, [SUPI]. [AKMA
Iindication],[Routing indicator])

3. Store XRES*
4. Calculate HXRES*

5. Nausf UEAuthentication_
Authenticate Response

Response (RES¥*)

7. Calculate Authentication

8. Authentication Response

|

(5G SE AV)

9. Calculate HRES* and
compare to HXRES*

10. Nausf UEAuthentication_
Authenticate Request

>

(RES*)

11. RES* Verification

12. Nausf UEAuthentication_
Authenticate Response

(Result, [SUPI], Ksgap)

Ref: 3GPP TS 33.501

42



5G AKA, EAP-AKA' : Key management

HPLMN —

Serving |
Network

Network side UE side
UDM/ARPF f USIM
CK.IK
UD.\-I/ARPFl ________ : | === ——— ME
5G AKA : I : | EAP-AKA'
I I
I | | S ; I
| Kausr : | CK'.IK ;
i [ I I Y I
AUSF | l» . 1 | ME
P U | s I |
r
KSEA}‘
SEAF ME
Kanr
AMF ME
KNAScnc
- N
KRRC nt KRRC enc KUPim KL'Penc
N3IWF ME | gNB ME

Ref: 3GPP TS 33.501

Shared key
Challenge response protocol

EAP-AKA: EMSK derived using EAP
and first 256 bits used by Kausf
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N61

AKMA : AKM for Applications (Ref: 3GPP TS 33.535)

AAnF

N62

N1

AF

Ua*

(@)

AAnF AKMA Anchor Function
AKMA anchor key and SUPI stored in AAnF (after 5G authentication)

Generates keys to be used between UE and AF

UE

HPLMN —

Successful 5G Primary Authentication
as specified in TS 33,501 [2]

Y
Kausr
AUSF v ME
Kaxna
AAnF l ME
Kar
AF ME




SEPP: Security Edge Protection Proxy
Roaming 5G Network Architecture (Ref: 3GPP TS 23.501)

NSSF NEF NRF PCF AF
Nnss T Nnedﬁ Nm‘fT Npcf | Na
L ’ vSEPP
Namf| Nsmf Nnsac tl
AMF || SMF | [ NSACF

-
\1

UE

UPF

—\ 6—

DN

Lo

SEPP: Security Edge Protection Proxy
AUSF: Authentication Server Function
UDM: Unified Data Management

AMF: Access and Mobility Management Function

UDM || NRF | [ NSSAAF
!\Tl d;|1; Nnrt:[ Nnssaaf
~N32- hSEPP
N aus’t Npcf Nll_ei anacti
AUSF | [ pcF || NEF || NSACE
HPLMN

VPLMN

The SEPP enforces inter-PLMN security
on the N32 interface.




O-RAN Attack Surface

> O-RAN specific
- SMO,
- near-RT-RIC,
- non-RT-RIC
- A1,
-  E2
- 01,
- 02,
- FH

> Not exclusive to O-RAN
—  Decoupling of HW and SW with use of third-party x-Apps and r-Apps

—  Containerization and virtualization




Need to protect data / control plane over various interfaces

O-RAN

Al interface

O1 interface

02 interface

E2 interface

Y1 interface

O-Cloud Notification interface
Open Fronthaul interface

3GPP

E1 interface
F1-c interface
F1-u interface
NG-c interface
NG-u interface
X2-c interface
X2-u interface
Xn-c interface
Xn-u interface
Uu interface
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\"

Some of the security protocols used in O-RAN networks

TLS1.2and 1.3
— O1 interface for NETCONF over TLS and JSON/REST over TLS
— A1 interface

— Open FH-M plane
IPsec
- EZ2, F1-U, Xn-U, Ng-U
- F1-C, E1, Ng-C
SSHv2 (Secure Shell 2.0)
— O1interface and Fronthaul M-Plane for NETCONF over SSH
DTLS 1.2
- E1, F1-C, Xn-C, Ng-C
IEEE 802.1X
— 802.1X port-based network access control for authentication and authorization of PTP nodes
- RU-C/S
FTPS
— Protect file transfer over O1, open-FH M plane

e ©

: ] ¥
— ’ 1

o

o e
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F1, E1, Xn, Ng Interfaces — Security aspects

F1-C, E1, Xn-C, Ng-C: IPsec or DTLS
F1-U, Xn-U, Ng-U: IPsec

F1-U, Xn-U, Ng-U

User Plane
Control Plane
Radio "
Radio Network
Network F1AP F1-C or E1, Xn-C Layer
Layer -
~F—
P et B
St
GTP-U
SCTP
UDP
Transport IP
Hetik : Transport IP
Layer Data link layer NieEiork
Layer Data link layer
Physical layer

Physical layer
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near-RT-RIC APIs: Security aspects

- Transactional APIs (REST and gRPC): mutual TLS (mTLS) authentication via X.509v3 certificates
- e.g. between xApp and near-RT-RIC platform
- Time critical APIs (e.g. E2 related APIs): IPsec with IKEv2 certificated-based authentication

API protocol Authentication Authorization Confidentiality Integrity method
method method method

gRPC mTLS OAuth2 mTLS mTLS

< B ) IKEv2 - IPsec IPsec

REST/HTTP mTLS OAuth2 mTLS mTLS

Ref: O-RAN.WG11.SecReqgSpecs.0-R003-v05.00
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Near-RT RIC Interfaces (Contd.): A1, R1 - Security aspects

Non-RT RIC

Near RT RIC

Near RT RIC

A1:

- Mutual authentication (mTLS),
- Ciphering, integrity protection.... (TLS), ..

Non-RT RIC
Framework

mTLS

9

4

R1

R1

- Mutual authentication (mTLS),
- Ciphering, integrity protection.... (TLS), ..

rApp
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SMO — Security aspects

SMO mTLS or TLS-PSK SMO - Security protection at transport layer: TLD
- Mutual authentication: mTLS, TLS-PSK

function SMO Internal function
Communications

SMO Internal Communication

SMO e
mTLS y External - Mutual authentication

Extemal < »

Temination SMO External Interface System - Confidentiality and integrity protection

Ref: O-RAN.WG11.SecReqgSpecs.0-R003-v05.00 52



Some Challenges (and ongoing work)

> Time scale for AIML based decision making:

— (Non-real-time - near-real-time) - real-time

> Works well for typical transport / mid-haul networks deployed by cellular opertaors

— Performance optimizations for extremely unreliable mid-haul
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References for standards related specs..

> https://www.o-ran.org/specifications

> https://www.3gpp.org/specifications-technologies

> https://www.ietf.org/




Thank You




