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FIPS 140 Introduction

- FIPS 140 “Security Requirements for Cryptographic Modules”

- If a US Federal agency specifies that Controlled Unclassified Information (CUI) needs to be 
cryptographically protected, then it must use a FIPS 140 validated module.

- A cryptographic module is any software, hardware, hybrid, system, etc. that has at least one approved 
security function, e.g., AES-CBC, HMAC SHA2-256, ECDSA, PBKDF.

- The Cryptographic Module Validation Program (CMVP), a joint effort between NIST (US) and CCCS 
(Canada), is the validation authority for FIPS 140

- FIPS 140 first published in 1994; CMVP established in 1995

- FIPS 140-3 (2019) is current version



FIPS 140-3



FIPS 140-3 and NIST SP 800-140 series

FIPS 140-3 modifies ISO/IEC 19790 “Security Requirements for Cryptographic 
Modules”

NIST SP 800-140 Series:
- SP 800-140 “Derived Test Requirements (DTR): CMVP Validation Authority 

Updates to ISO/IEC 24759”
- SP 800-140A, B: Requirements for documentation, security policy
- SP 800-140C, D: Approved security functions, SSP generation and 

establishment methods
- SP 800-140E: Approved authentication methods
- SP 800-140F: Approved Non-Invasive Attack Mitigation Test Metrics



Security Requirements (from DTR)

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-140.pdf , Table of Contents



Implementation Guidance (IG)

https://csrc.nist.gov/CSRC/media/Projects/cryptographic-module-validation-program/documents/fips%20140-3/FIPS%20140-3%20IG.pdf



Implementation Guidance (IG) Examples

https://csrc.nist.gov/CSRC/media/Projects/cryptographic-module-validation-program/documents/fips%20140-3/FIPS%20140-3%20IG.pdf , IG 7.3.A, IG 9.7



FIPS 140-3 Transition

https://csrc.nist.gov/projects/fips-140-3-transition-effort



FIPS 140-3 
Validation

• CMVP is the FIPS 140-3 Validation Authority

• National Voluntary Laboratory Accreditation Program (NVLAP)

• 20+ international (N. America, Europe, Asia, Australia) 
accredited testing laboratories

• Supporting programs and activities
• Cryptographic Algorithm Validation Program (CAVP)

• Entropy Source Validation (ESV) Testing

• Implementations Under Test (IUTs), Modules in Process (MIPs) 
and validation certificates posted on NIST CSRC website



• CMVP is joint program between NIST and the 
Canadian Centre for Cyber Security (CCCS)

• Validation consists of conformance testing to 
FIPS 140 “Security Requirements of 
Cryptographic Modules”

Cryptographic Module Validation Program

10csrc.nist.gov/projects/cryptographic-module-validation-program

A cryptographic module is any 
software, hardware, hybrid, 
system, etc. that has at least one 
approved security function 
(cryptographic algorithm), such as 
encryption, authentication, digital 
signatures, key exchange

Vendors, Labs, and CMVP
• Vendors of cryptographic modules use independent, NVLAP-accredited Cryptographic and Security 

Testing (CST) laboratories to test their modules.  Over 20 labs worldwide.
• CST laboratories use the Derived Test Requirements (DTR), Implementation Guidance (IG) and other 

CMVP programmatic guidance to test conformance against FIPS 140.
• FIPS 140-3 and NIST SP 800-140 modify ISO/IEC 19790 and ISO/IEC 24759.



Automated Cryptographic Validation Testing System (ACVTS) 
provides automated validation testing of Approved security 
functions and sensitive security parameter generation and 
establishment methods.

ACVTS Prod used by accredited labs to conduct validation testing. 

ACVTS Demo is a sandbox-style environment for labs, vendors and 
other users to test implementations at any stage of development 
cycle.

Cryptographic Algorithm Validation Program

11csrc.nist.gov/projects/cryptographic-algorithm-validation-program

Approved (i.e, FIPS-approved and 
NIST Recommended) security 
functions and SSP generation and 
establishment methods for FIPS 
140-3 are found in SP 800-140Cr1 
and SP 800-140Dr1.

• Over 1 M vector sets served between Demo and Prod.

• Testing for draft publications available on Demo

• ACVT scope open to first party test labs.

• Source code at https://github.com/usnistgov/ACVP-Server



Entropy Source Validation Testing (ESVT) is part of 
the CMVP but decouples entropy source validation 
from module validation.

ESVTS (ESV Testing System) processes submission of 
entropy reports.  Runs SP 800-90B entropy estimators on 
submitted raw noise, restart test and conditioned 
samples.

Entropy Source Validation Testing

12https://csrc.nist.gov/Projects/cryptographic-module-validation-program/entropy-validations

NIST SP 800-90B “Recommendation 
for the Entropy Sources Used for 
Random Bit Generation”

• Reference ESV Cert in similar manner to CAVP Certs.

• First ESV Certificate (E1) issued 29 Aug 2022.

• Separate validation scope (17ESV) in process.



Module Validation Process Flowchart

13

• Green/Gold boxes correspond to 
Status on CSRC (IUT List or “Status” 
column on MIP List)

• CAVP and ESV processes managed 
separately, “out of band”; certs are 
pre-requisites

• A few states (status) not shown, e.g., 
“Hold”



Implementation Under Test (IUT) List

14https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/IUT-List

at bottom of page



Modules In Process (MIP) List

15https://csrc.nist.gov/projects/cryptographic-module-validation-program/modules-in-process/modules-in-process-list

at bottom of page



FIPS 140-3 Certificates

https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules/search

at bottom of page

Search results for FIPS 140-3 (Search Type=“Advanced”, Standard=“FIPS 140-3”) from: 



FIPS 140-3 Certificate

Click on 4401 from
list on previous slide



Entropy Source Validation Certificates

https://csrc.nist.gov/Projects/cryptographic-module-validation-program/entropy-validations/search

Page 3 (most recent) of search results for Entropy Source Validation Search (all fields blank) from: 



FIPS 140-3 and 5G?

FIPS 140-3 validation is a requirement for US Federal Government agencies 
using cryptographic protection of CUI data.

There are different security levels (1 – 4) and different module types (software, 
hardware, firmware-hardware hybrid, etc.)

However, there is nothing analogous to (for example) Common Criteria’s 
categories such as “mobility” or “network and network-related devices and 
systems”


