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5G has brought in a paradigm shift in telecom technologies. With uRLLC, eMBB, and mMTC

as three core pillars, the 5G is revolutionizing various domains. While its modular design principles
using open standards have reduced the entry barriers for innovators, they are also lucrative targets
for cyber threat actors. Since 5G networks are evolving as nations' critical infrastructure,
their security is paramount.

Prof. Manjesh Hanawal, lIT Bombay



Vulnerability in 5G core



Evolution of Protocol Stack

Year 2000 Year 2021
IMT-2000 IMT-2020
Signalling Protocol: Signalling Protocol:

SS7/MAP HTTP/2

Mobile network core signaling protocols evolved from
niche telecom-specific closed protocols to well known
web-based protocols.

* HTTP/2 and JSON as application layer and
serialization protocols, replacing Diameter.

« TCP with TLS providing encrypted communication
between NFs and public land mobile network

« RESTful framework with OpenAPI as the Interface Year 1989 Year 2012
Definition Language (IDL). . _GSM . IMT-.Advanced
Signalling Protocol: Signalling Protocol:
SS7/MAP DIAMETER

As these protocols are used in the wider IT industry it
will likely lead to

* A shorter vulnerability to exploitation timeline

« Higher impact of vulnerabilities

MAP MAP DIAMETER HTTP/2

TCAP ~ TCAP SCTP TCP
sccp SCCP | P 1P




Evolution Of Trust Models

MNO / 3rd party services
Closed Network Closed Network %
Specialized Protocol Specialized Protocol Closed Network Closed Network
Mutual Specialized Protocol Specialized Protocol
Trust ) Distrust ) Trust — (« ,))Distrust
=" Wl B = B i
Users MNO A Users MNO A MNO B Users
3G Trust Model

2G Trust Model

Full trust to trust only at the core MNO: Mobile Network Operator



Evolution Of Trust Models

: MNO / 3rd party
MNO / 3rd party services services / applications
Closed Network Closed Network
Specialized Protocol Specialized Protocol
. Mutual ‘ IP-based protocol IP-based protocol
Dlstrust(« (« ,))Dlstrust Partial _
ﬁ% A é%ﬁ Distrust =) Trust | () istrust
<> A 2 A=
Users
Users MNO B Users MNO A MNO B Users
3G Trust Model
4G Trust Model

Trust at the core to partial trust at the core



Evolution Of Trust Models
o e g

MNO / 3rd party Network Capability Exposure
services / applications Network slicing Network slicing
ﬁ IT-based network IT-based network ﬁ
Distrust (( ) Dlstrust «Ag) Distrust
MNO A_ MNO B

-. = ! e !
Users / Common HW Platform Users /
IP-based protocol IP-based protocol Things - : Things

Partial
Distrust ) ez Trust

A

Users
Users MNO A MNO B : Zero-Trust Model :

4G Trust Model

5G Trust Model

Partial trust to zero trust



5G Generic Architecture

56 Security Architecture

Network Slice
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MNO: Mobile Network Operator

Management and
Orchestration (MANO)

IAB: Integrated Access and Backhaul Colour Code:

DN: Data Network . 36PP
MEC: Multi-Access Edge Cloud




5G Core Network architecture

AuSF NSSF UDM
Nausf Nnssf Nudm
‘UDSF’
Nudsf
Namf Nnssaaf Nsmf
7 AMF NSSAAF SMF
——N3 UPF
5G CN

—
Network N R
NRF PCF NEF ——Exposure—t—= = — — =
APls ' | |
| |
Nnef Npcf Nnef | : arg |
UDR SEPP —Jgy Parties |
- | |
N |
Nudr NI
Nucmf Nimf
UCMF LMF SCP
Ngmic
S
B — —
GMLC Naf o |
! Network |
| :: |
. |
N |
N_ __ L

5G Core network structure as defined by 3GPP
(Service Based Architecture)



Key Components/Technologies enabling 5G Core

/- Improve the network elasticity. N\
DITTIICTIRE | ool vendor it e i
Virtualisation (NFV) : )
microservices.
- - Easier portability and higher flexibility.

- introduce new and complex threats. /

_

o
o Architecture (SBA) } {
IP Based Protocol Stack - Built on well-knovyn Internet protocols such as HTTP and TLS
- Internet technologies are open and well known to attackers

Enable microservice architecture.

Flexibility of developing new services and easy integration without
introducing new interfaces.

APIs based interaction among NFs with web protocols

- Less complex than niche telecom specific protocols like SS7, DIAMETER
- Lowering of entry barrier creates more permissive conditions for attacks

Cloud based deployment
introduce new and complex threats.



Threat Sources Landscape

Hardware

hardware Hardware backdoors, hardware bugs

Virtualization

Virtualizations Sandbox escape, hypervisor compromise,
shared memory attacks

Cloud Unlimited control cloud providers over
everything it runs

Communication Communications Classical attacks on the network stack, DDoS,

MITM, Sniffing, Spoofing

Service/Application Sql injection, broken authentication and access
Applicati
ppoeon Orchestration

Registering malicious node and redirecting
communication to them

Orchestration

* This layered categorization is not claimed as complete, but it gives a good overview of threat
sources



Security Threat Landscape

Operator Network Clou

1. lllegal Intercepts

2. DoS Attacks

'3. Flash Traffic

4. Privacy Breach

'5. Fake BS

6. Slice/Resource Theft
\7. Threats originating from internet
18. Security Policy Conflicts

ITU: Security threat landscape in 5G networks



5G Systems Architecture Sub-Threat Vectors

Software /
Configuration

Network Slicing

Legacy
Communications
Infrastructure

ESF Potential Threat Vectors to 5G Infrastructure white paper, released in May 2021,



Legacy Communication Infrastructure Example

3GPP Network

Elemen

Service Converged Charging
System

Rc - Diameter
Based Interface

=

Ga - GTP Prime
Based Interface

CN
Domai nuF’ Re - Diameter

Based Interface

Nchf Service

ABMF: Account Balance Management Function
Based Interface

CGF: Charging Gateway Functions
RF: Rating Function
CTF: Charging Trigger Functions



Threats from Legacy Protocols

Network
information
Disclosure

Subscriber
Traffic
Interception

Subscriber
Information
Disclosure

SS7
Vulnerabilities

SMS
Interception

Denial of
Service

Eaves

-dropping

Subscriber
Information
Disclosure

Denial of
Service

Diameter
Vulnerabilities

Subscriber
Traffic
Interception

Network
information
Disclosure




Security Challenges in SDN

management with ‘softwarisation’

by enabling programmability and c
. an make the controller a bottleneck ications
centralized network control. for the whole network in the case of SDN appl

saturation attacks.

O
SDN simplifies network O Control
O

O
Threat of malicious applications
O

O exposed to unintended software.
DFEs (with limited buffer resources)

are prone to saturation Misconfiguration
attacks/unsolicited TCP/UDP flows.

Misconfiguration of forwarding
O Multi-Controller elements will hinder network-wide
Q

security policy enforcement

Distributed SDN controller

implementation-rel
* DFE — Data Forwarding Element Wlﬁ:ra;":;ﬁsoca::;ies‘:



Security Challenges in NFV

ETSI Network Functions
Virtualisation (NFV) Is a
technology innovation to support
cloud, software and virtualization
techniques.

It leverages virtualization
characteristics to simplify
deployments with increased
support for automation.

O

Dynamic VNFs

Dynamic nature of VNFs leads to
configuration errors and thus Virtualization Threats

security lapses. A
\J

O

Vulnerable to a special set of
virtualization threats, such as side-
channel attacks, hypervisor
(O hijacking, and VM migration attacks.

Private deployments of NFV are
vulnerable only to malicious insiders ~ LUULEEIGITE AL €
Maintenance of Trust Operational interference and misuse
of shared resources.

O

Malicious Insiders

VNFs fetch dynamically from the
cloud. Some level of trust
mechanism is needed to prevent
malicious VNFs.



Container Vulnerabilities and Attacks

Microservices Architecture

Bare Metal

BERE - lT
= 49

Virtualized Containers

Applications

,@

It

Public Cloud

Misconfigured Containers, privilege mode

Lateral movement and Prevellieage escalation

Container escape to control host machine

Compromised container Images

Mismanaged container orchestration




Network Slicing

Network slicing refers to partitioning
of one physical network into multiple
virtual networks, each architected
and optimized for a specific
application/service.

Slices are logically isolated, but
resources can be shared among
them.

o S communicaton
communication communication mmrmmcmon services

shce
subnet C

network slice core network
suhnetCN-B

TN supporting

\\ / \ / connectivity

\ netv;&kslioe net\;cir'i'zvslioe access network
~ subnetAN-1 subnetAN-2

A varietwmation sMby multiple network slices




Security Challenges in Network Slicing

Complexity of slice management

Network slice isolation (Inter-Slice)

Shared resources among slice tenants (Intra-Slice)

Security policy coordination among different
domain infrastructure

Decentralised resource allocation control




5G Systems Sub-Threat Vectors-Continued

- Vulnerabilities in software or - Billions of connected devices - Complexity of slice management
network component - New capabilities & enabling - Network slice isolation
- Unauthorized access due to technologies - Shared resources among slice tenants in
misconfiguration - Softwarisation of network a slice
- Insecure software development management - Security policy coordination among
- Increased threat vectors & threat different domain infral
surfaces
egacy Comm. Infrastructure J}Multi-Access Edge Computing SDN/NFV
- S$7 Protocol annerabnlmas » - Complex multi-vendor, multi- - Centralised SDN controller- bottleneck
- Diameter Protocol Vulnerabilities  supplier, multi-stakeholder ecosystem ~ for whole N W .
- Other legacy network exploits - No central entity for security - Resource limitation in intermediate
assurance elements in SDN
- Softwarisation/Virtualization

- More exposed edge instantiated core
(away from central core)

Spectrum Sharing

- Heterogeneous Spectrum mgt
- Jamming or Interference by malicious

or curious-to-know actors

- Shared virtual resources



Mitigation Techniques



CIA Framework

Availability

protection

CIA triad Extended CIA



Common Security Requirement of Network Core

Access, Authorization, Authentication Management

Software Secrulty
Applies to all network functions of 5GC

System Secure Execution Environment

Audit and Data Protection

Network and Services & Attack Prevention

Vuineraberity Testing

Operating System and Webservers

SBA Secruity aspects

3GPP SCAS, ITSAR documents



Common Security Requirement of Network Core

Access, Authorization, & . )

- Role based access control - Secure update - Audit trail storage and protection
- No predefined accounts Source code security assurance - Audit event generation
- Remote Logins restrictions -No unused software and services -Secure log export
- Enforce strg:: password -Restricting boot source Logging access to personal data
requirements
- Cryptographic based secure - Port scanning - HTTPs input validation
communication - Fuzzing network and applications - No system privileges
-Protection against copy of data = gx“’“""’h““v sca“':“ﬂ - No unused HTTPs methods
- Protection against data exfiltration °°“'|"°I demwll ; - No CGI or other scripting uploads
(overt or covert) o - Restricted file access
~Traffic protection-anti spoofing - Webserver information in error pages
Operating System SBA/SBI secruity
- Handling account identification - Authorization token verification failure
- OS-Hardening-minimize kernel = ::’Ildaﬂon of the unique key values i IEs
network functions - No system password recovery
-External file system mount restrictions ;;'m PSS opiel Bt
- Protection from buffer overflows - No code execution or inclusion of external
-SYN flood protection resources by JSON parsers

3GPP SCAS, ITSAR documents



Cloud security requirements

* Detect malicious cyber actor activity in 5G clouds and
prevent actors from leveraging the compromise of a single
cloud resource to compromise the network.

* A TEE is an area in memory protected by the processor
in a computing device.

* Ensure that network and customer data is secured during all
phases of the data lifecycle (at-rest, in transit, while being
processed).

* Ensure that 5G cloud resources (e.g., container images,
templates, configuration) are not modified without
authorization.

Secure ldentity and Access Managemet (IDAM)

Public key infrastructure from trusted CA

Restrict containers in privilege mode

Confidential Computing: Trusted Execution Environ

Runtime Security: Monitor syscall from containers

Restrict resouce requirements of containers

Protect data at rest, in transit or in process

Container platform Integrity




Cybersecurity: Attack Life Cycle

1. Advanced Persistent Threat group (low-and-slow)
2. Ransomware attacks (smash and grab)

Initial Establish Escalate Move Exfiltrate
Compromisef / Foothold Privileges Laterally Data

The attackers users certain Tactics, Techniques and Procedures (TTP) are launch attacks



MITRE ATT&CK framework

Linux Matrix

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for Enterprise. The Matrix contains information for the Linux platform.

Version Permalink

View on the ATT&CK® Navigator =

layout: flat ~ show sub-techniques  hide sub-techniques help
Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and  Exfiltration Impact
Escalation Access Movement Control
8 techniques 8 techniques 16 techniques 11 techniques 22 techniques 15 techniques 21 techniques 7 techniques 14 techniques 16 techniques 8 techniques 13 techniques
Drive-by Command and Account Abuse Elevation |j# Abuse Elevation Control Adversary-in- uAccount Discovery (3 Exploitation of Adversary-in- Application Automated Account Access
Compromise Scripting Manipulation (7) Control Mechanism (3) the-Middle (5 Remote the-Middle (3 Layer Exfiltration Removal
Interpreter (4 Mechanism () Application Window Services Protocol (4)
Exploit Public- Boot or Logon Debugger Evasion Brute Force (4y | Discovery Data Transfer  Data Destruction
Facing Application  Exploitation for [l Autostart Boot or Logon Internal 1} Collected Communication Size Limits
Client Execution Execution 3 Autostart Deobfuscate/Decode Files Credentials Browser Bookmark Spearphishing Through Data Encrypted for
External Remote Execution (3 or Information from Password | Discovery Removable Media Exfiltration | Impact
Services Inter-Process Boot or Logon Stores (3) Lateral Tool Audio Capture Over
Communication Initialization Boot or Logon n Execution Guardrails (1) Debugger Evasion Transfer Data Alternative Data
Hardware Additions Scripts (1) Initialization Exploitation for Automated Encoding () Protocol (3 Manipulation (3
Native API Scripts (1) Exploitation for Defense Credential Access  File and Directory Remote Collection
I Browser Extensions Evasion Discovery Service Data Exfiltration Defacement (z)
Scheduled Create or Forge Web Session Clipboard Data Obfuscation (3 | Over C2
M Supply Chain Task/Job (3 Compromise Client Modify System File and Directory Credentials (1) | Network Service Discovery Hijacking (1) Channel Disk Wipe (5
Compromise (3) Software Binary Process (1) Permissions Data from Dynamic
Software Modification (1 Input Capture (3) | Network Share Discovery Remote Information Resolution (3 Exfiltration Endpoint Denial
Trusted Deployment Escape to Host Services 3y | Repositories Over Other of Service (z)
Relationship Tools Hide Artifacts (7 Modify Network Sniffing Encrypted Network
Event Triggered Authentication Software Data from Local Channel 3 Medium () | Firmware
M Va id System Services Execution (3 Hijack Execution Flow (1) ([l Process (3 Password Policy Discovery Deployment System Corruption
Accounts (3) Tools Fallback Channels |l Exfiltration

User
Execution ()

Process (1)

Exploitation for

Impair Defenses (s

Multi-Factor

Privilege Authentication
Ml Event Triggered | Escalation Indicator Removal (7 Interception
Execution (3
Hijack Masquerading (s Multi-Factor
External Remote Execution Authentication
Services Flow (1) Modify Authentication | Request
Process () Generation
Hijack Execution Process
Flow (1 Injection (3) Obfuscated Files or Network Sniffing
Information (g)
Modify Scheduled 0S Credential
Authentication Task/Job (3) Pre-0S Boot (3 Dumping (2
Process (z)
Valid Process Injection (3 Steal or Forge

Pre-0S Boot (3

Accounts (3

Scheduled

Reflective Code Loading

Authentication
Certificates

Peripheral Device
Discovery

Permission Groups
Discovery (2

Process Discovery
Remote System Discovery

i Software Discovery (1)

System Information
Discovery

System Location
Discovery (1)

Taint Shared
Content

Data from
Network Shared
Drive

Data from
Removable
Media

Data
Staged (3

Email
Collection (4

Over
Ingress Tool Physical
Transfer Medium (4
Multi-Stage Exfiltration
Channels Over Web

Service ()
Non-Application
Layer Protocol

Scheduled
Transfer
Non-Standard Port

Protocol Tunneling

Input
Capture (3

Screen Capture

II Proxy (s

Remote Access
Software

Inhibit System
Recovery

Network Denial
of Service (3

Resource Hijacking

Service Stop

System
Shutdown/Reboot



Mitigation Process

|ldentity and Access Management
Endpoint monitoring
Log collection and storing
Continuous log monitoring
Threat hunting
Manage and respond
Vulnerability Assessment
Up to date knowledge of vulnerabilities
Use of open source intelligence
Incidence response
Audit and compliance
Enforce security best-practices
Behavioral analytics (Al/ML techniques)

) brew_version

variet

etc_hosts

shell_history



Invite all to visit our booth: Vajra
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